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Executive Summary 
 
Encryption is a process by which readable data, or plaintext, are scrambled by a cryptosystem 
(consisting of a single key or multiple secret keys and an algorithm) into unintelligible ciphertext. 
Increased sophistication in encryption technologies has resulted in safer and more trustworthy 
devices and services for end users, but poses impediments for law enforcement, who lament that 
their investigative capabilities are “going dark” in light of these advances. The widespread availability 
and adoption of encryption technologies in recent decades and associated challenges have re-
ignited a debate on application and role encryption plays in public safety and national security. 
 
According to the Federal Bureau of Investigation, “going dark” refers to the scenario in which “law 
enforcement at all levels has the legal authority to intercept and access communications and 
information pursuant to court orders, but it often lacks the technical ability to carry out those 
orders because of a fundamental shift in communications services and technologies.” The going dark 
problem exists under an existing legal framework consisting of the Communications Assistance for 
Law Enforcement Act (CALEA), the All Writs Act (AWA), and any legal due process procedures in 
criminal investigation, including Rule 41 of the Federal Rules of Criminal Procedure. While several 
pieces of encryption legislation have been proposed in Congress, none have proceeded past their 
introduction. 
 
There are three policy options for future consideration: 1) compel decryption of the encrypted device 
or communications service; 2) issue design mandates that allow for easier exceptional access; or 3) 
codifying rules and procedures to enable lawful government hacking. At first glance, compelled 
assistance of both the end user and third parties has the benefits of easy accessibility or timely 
disclosure of decryption keys or methods of decrypting data or communications, but it is ineffective 
if a suspect or victim is not physically present. 
 
The advantages of exceptional access design mandates center around easier law enforcement 
access, but the trade-offs of exceptional access schemes would significantly weaken the security 
provided by modern encryption. On one hand, to stakeholders opposing encryption backdoors and 
even compelled assistance, lawful hacking is more palatable. On the other hand, the trade-offs to 
lawful hacking involve the rules, policies, and legal standards of such procedures and the inadvertent 
impacts that they may have on various stakeholders. 
 
The many stakeholders in the encryption “going dark” problem largely fall into two camps: those who 
favor strong encryption,1 and those who favor lawful exceptional access to encrypted 
communications and devices. Commercial interests, government agencies, law enforcement, civil 
liberties advocates, technical and security experts, and the technology industry all have a stake in the 
encryption issue. On the whole, design mandates are viewed as having significant trade-offs for the 
greatest number of stakeholders. Compelled assistance has fewer trade-offs but is still not a 
preferable policy option for most stakeholders. Lawful hacking is the most palatable option to the 
greatest number of stakeholders but requires additional oversight or changes in order to be robust 
enough to accommodate a wider set of stakeholder interests. 
 
While none of the three policy options above are ideal in isolation, lawful hacking is the policy option 
with the fewest trade-offs that would minimize impact to public safety, security, and privacy overall. 
This paper proposes a hybrid regime that incorporates accountable lawful hacking techniques with 
additional recommendations to continue the encryption conversation. In the short term, these 
recommendations would specifically provide law enforcement with the ethical guidelines necessary 
work around encryption through the use of lawful hacking procedures while taking precautions to 

                                                                    
1 Strong encryption refers to unbreakable encryption, or an encryption that does not have any known weaknesses that can be 
easily exploited to decrypt data protected by the scheme. 



 
 

  4 

increase transparency and limit abuse. Over the long term, ethical use guidelines, strengthened 
digital evidence capabilities, and a revamped process for disclosing security vulnerabilities would be 
the first steps in continuing the conversation on encryption between divergent stakeholders and 
ensuring a more secure digital ecosystem. 
 

Recommendation 1 Develop guidelines for lawful hacking 

Recommendation 2 Support a digitally-literate judiciary 

Recommendation 3 Strengthen digital evidence capabilities 

Recommendation 4 Accurately measure the impacts of encryption 

Recommendation 5 Publish an emerging encryption technologies study 
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I. Introduction 
 
Encryption is a process by which readable data, or plaintext, are scrambled by a cryptosystem 
(consisting of a single key or multiple secret keys and an algorithm) into unintelligible ciphertext. 
Data not in use are either in motion (being transmitted from one place to another) or at rest (such as 
being stored on a device or in the cloud online). Encryption protects data in motion and at rest. As 
Internet usage expands globally, smartphone usage explodes, and more day-to-day activities move 
online, encryption provides a critical, enabling layer of security that prevents unauthorized access to 
sensitive information. 
 
Increased sophistication in encryption technologies has resulted in safer and more trustworthy 
devices and services for end users, but poses impediments for law enforcement, who lament that 
their investigative capabilities are “going dark” in light of these advances. In 2014, technology 
companies such as Apple and Google enhanced encryption functionalities in their products by 
default, strengthening consumer-level security while making it more difficult for others to unlock 
iPhones and Android devices to read their communications. Many technology companies and 
services, such as WhatsApp, have created end-to-end encrypted applications. 
 
The widespread availability and adoption of encryption technologies in recent decades and 
associated challenges have re-ignited a debate on application and role encryption plays in public 
safety and national security. In 2016, the legal dispute between Apple, Inc. and the Federal Bureau of 
Investigation (FBI) over unlocking the San Bernardino shooter’s iPhone 5C highlighted this tension 
[1]. Apple refused to comply with a court order to develop software that would circumvent the 
encryption capabilities built into the iPhone, citing the security concerns associated with weakening 
encryption. The FBI eventually found a third-party to unlock the phone and dropped the case against 
Apple [2].  
 
In light of these pressing concerns in the years following the Edward Snowden government 
surveillance revelations, the stakeholders in the encryption “going dark” problem largely fall into two 
camps: those who favor strong encryption, and those who favor lawful exceptional access to 
encrypted communications and devices. Mostly in the first camp are the technology industry, trade 
associations, security experts, and civil liberties and human rights advocates. In the second are 
government agencies, including “federal, state, and local law enforcement agencies [3].” 
 
However, this debate is not simply a matter of “privacy versus security;” rather, it encompasses 
competing notions of “security versus security.” Encryption technologies protect the security and 
data integrity of the services upon which millions of people rely every day, including financial 
institutions, e-commerce, and healthcare. Privacy is an ever-important component of personal 
security enabled by encryption [4]. At the same time, encryption can be an impediment to 
investigations that seek to protect the security of the general public. The encryption debate weighs 
the core value of individual security with the core value of national security [3]. The encryption 
debate is complicated by a lack of consensus over what the specific needs are on either side. 
 
Recent technical proposals to solve the data access issues and updates to existing systems in the 
encryption debate enrich the ongoing encryption debate conversation. Ray Ozzie’s “Clear” data 
access scheme, Symphony’s model of end-to-end encrypted messaging key custodianship, and new 
research into cryptographic “crumpling” have garnered attention as the beginnings of technical 
approaches that attempt to address law enforcement’s needs. Concurrently, Apple’s newly-
introduced USB restricted mode in its latest iOS update for its mobile products further limits data 
access opportunities should an Apple device be locked. More work by both the technical and law 
enforcement communities is needed to evaluate the impacts of these developments. 
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Besides waiting for the courts to resolve the encryption issue through case law, three broad 
categories of policy options exist to address encryption data access policy issues, several of which 
have been considered by both the 114th and 115th Congresses. These options include 1) compelling 
assistance from device manufacturers and service vendors; 2) mandating various design 
requirements for exceptional access; and 3) lawful government hacking of encrypted devices and 
communications. Each set of policy options has its own advantages and trade-offs and would affect 
different sets of stakeholders in different ways. A hybrid approach incorporating the policy option 
with least trade-offs while developing a longer-term government strategy on understanding 
encryption issues is necessary to sustainably balance the interests of both sides of the security coin.  
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II. Background 
 
II.1. History of Encryption and the Crypto Wars 
The use of encryption dates back centuries, 
including Julius Caesar’s use of a simple 
substitution cipher and later, Thomas 
Jefferson’s wheel cipher. During World War II, 
the intelligence work of Alan Turing and others 
at Bletchley Park in the U.K. was critical in 
breaking the encryption scheme of Nazi 
Germany’s Enigma machine, significantly aiding 
in the Allied war effort to defeat the Axis 
powers. Earlier in the modern history of 
encryption, government involvement heavily 
influenced encryption standards development 
[5]. In the late 20th century, development of 
encryption technologies largely fell on the 
hands of technology companies and industry 
organizations working alongside government, 
all as stakeholders. For key points in the 
development of modern encryption, see Box I 
[6].2 
 
The larger-picture policy debates over 
encryption in the 1990s, dubbed the “Crypto 
Wars,” resulted in the loosening of government 
influence in creating encryption standards. This 
era saw export restrictions of strong encryption 
technologies and a legislative push to introduce 
an NSA-designed “Clipper chip” into hardware 
alongside proposals for a government-
controlled key escrow system [7]. Facing significant opposition from the business community, who 
argued that limiting encryption exports would undermine U.S. competitiveness, the Clinton 
Administration eventually loosened export restrictions on strong encryption in 1996. The Clipper 
chip was introduced in 1993 but faced significant opposition from civil liberty groups and contained 
technical vulnerabilities. With low adoption rates, the Clipper chip program ended in 1996 [7]. The 
push for key escrow ended in 2000 from the industry pressure and international political resistance 
[8]. 
 
In 2013, revelations from former NSA contractor Edward Snowden of the extent of U.S. government 
surveillance capabilities highlighted the tension between one form of security over another form of 
security. The Snowden leaks included details about efforts by the NSA to influence or control 
cryptography standards development and collaborations with private companies to ensure NSA 
decryption [9]. In light of the Snowden revelations, security researchers have reiterated the 
weaknesses inherent in building encryption backdoors as a defense for strong encryption [8]. 
Furthermore, the terrorist incidents in San Bernardino, California; Paris, France; and Brussels, 
Belgium thrust the encryption debate into the limelight [10]. 
 

                                                                    
2 The AES development process included an algorithm competition period beginning in January 1997, with an algorithm 
named “Rijndael” proposed by team of researchers from Belgium winning (and thus was actually an imported encryption 
algorithm approved for use by the U.S. government). DES would last several decades before it was publicly brute-forced by the 
Electronic Frontier Foundation and Distributed.Net in 2002. 

Box I: Early Encryption Breakthroughs 
 
1960s - Businesses began using computers to 
process information digitally, symmetric 
encryption research emerged as a way of 
securing their information. 
1976 - IBM designed Lucifer, a cipher in 
response to a 1973 call for public proposals to 
solve the then-National Bureau of Standards’ 
(NBS, now National Institute of Standards and 
Technology, or NIST) need for a public, 
interoperable standard to encrypt both 
commercial and unclassified government 
computer data. 
1976 - Lucifer modified by the U.S. National 
Security Agency (NSA) to reduce its key size. 
1977 - NBS adopts the modified algorithm as the 
U.S. Data Encryption Standard (DES) in Federal 
Information Processing Standard Publication 46 
(FIPS PUB 46). 
1970s - Whitfield Diffie and Martin Hellman (the 
Diffie-Hellman key exchange) developed 
asymmetric cryptography, along with a group of 
researchers Rivest, Shamir, and Adleman (in 
what be known as the RSA standard). 
2001 - NIST replaced DES with the Advanced 
Encryption Standard (AES) as FIPS 197. 
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II.2. “Going Dark”: The Next Chapter of the Crypto Wars 
 
According to the Federal Bureau of Investigation, “going dark” refers to the scenario in which “law 
enforcement at all levels has the legal authority to intercept and access communications and 
information pursuant to court orders, but it often lacks the technical ability to carry out those 
orders because of a fundamental shift in communications services and technologies [11].” Currently, 
law enforcement can access voice communications through a wiretap order but may be unable to 
eavesdrop if such communication is strongly or end-to-end encrypted. Changes in communications 
and encryptions technologies impact the ability for law enforcement to collect data in motion 
(communications only) and data at rest (content stored locally or on the cloud). Overall, the law 
enforcement community has encountered more difficulty in conducting their business to maintain 
public safety. 
 
Smartphones today produce voice communications, call detail records, geolocation data from Global 
Positioning System (GPS) hardware, locally stored data (such as emails and multimedia), and online 
data stored in cloud services. Law enforcement can obtain call detail records from communications 
providers with a valid warrant or court order, including location information [12]. Law enforcement 
also has the legal authority to obtain data stored in the cloud and on electronic devices through court 
orders. However, limitations in the scope of information stored in the cloud may limit the breadth of 
information found online. Locked and encrypted devices could slow or obstruct law enforcement 
access to the digital evidence on the device as part of a criminal investigation [13]. 
 
II.3. Legal Frameworks 
 
II.3.1. CALEA 
 
In response to various emerging communications technologies in the 1990s that made it difficult for 
law enforcement agencies to conduct authorized surveillance, Congress passed the 
Communications Assistance for Law Enforcement Act (CALEA; P.L. 103-414), which requires 
telecommunications carriers to assist law enforcement in intercepting electronic communications. 
However, CALEA does not require the design of or prohibit the adoption of certain features or 
services by communications service providers or equipment manufacturers. It also does not give the 
responsibility of decrypting an encrypted message to the telecommunications carrier, unless the 
encryption was provided by the carrier [13]. CALEA has since been administratively expanded by the 
FCC to apply to certain broadband and VoIP providers but no legislative proposals have been 
considered to expand CALEA. 
 
II.3.2. The All Writs Act 
 
The All Writs Act (AWA) of 1789, 28 U.S. Code § 1651, states that “the Supreme Court and all courts 
established by Act of Congress may issue all writs necessary or appropriate in aid of their respective 
jurisdictions and agreeable to the usages and principles of law [14].” Originally signed by George 
Washington, the AWA was reenacted in the early 1900s and updated in 1948. Broadly, the AWA 
allows federal judges to issue orders to compel people to do things within the limits of the law. The 
AWA was used to back the FBI warrant issued to Apple to compel the company to assist the FBI in 
unlocking the iPhone 5C of one of the perpetrators of the December 2015 San Bernardino mass 
shooting [15]. A court ruling for either side in the Apple v. FBI case would have set a significant 
precedent on the role of the AWA in the modern day. 
 
The U.S. Supreme Court upheld the AWA’s authority in 1977, when it ruled in U.S. v. New York 
Telephone that, despite there being no federal statute to allow the U.S. government to install a pen 
register system to record dialed numbers on a phone and trace incoming calls, the government could 
use its AWA authority to do so in an investigation [15]. The AWA was also cited in the 1999 Wireless 
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Communications and Public Safety Act, requiring cellular service providers to geolocate their 
customers’ cell phones [16]. However, there are limitations to the usage of the AWA: in 2005, a 
federal judge ruled that the government could not use the AWA to force real-time phone location 
tracking without a warrant [17]. 
 
II.3.3. Legal Due Process in Criminal Investigations 
 
When normal investigative procedures are impossible or too dangerous, Title III of the Wiretap Act 
and the Foreign Intelligence Surveillance Act (FISA) grants court authorization for law enforcement 
investigators to conduct electronic surveillance for criminal cases and cases involving foreign 
powers and foreign agents, respectively. Electronic surveillance court authorization requests must 
have a limited scope, must identify surveillance targets with specificity, and are subject to review by 
a U.S. Attorney and the Attorney General or Deputy Assistant Attorney General prior to submission 
[18]. 
 
Rule 41 of the Federal Rules of Criminal Procedure, focusing on Search and Seizure, was last updated 
on December 1, 2016. Rule 41 outlines the process of obtaining, issuing, executing, and returning a 
warrant issued by a federal magistrate authority. The December 2016 amendment to Rule 41 allows 
law enforcement to seek a warrant from a “magistrate judge with authority in any district where 
activities related to a crime may have occurred” [17]; previously, Rule 41 only authorized magistrate 
judges to issue warrants within their district except in limited circumstances [20]. 
 
The procedural venue change would allow courts to issue warrants to law enforcement officials 
investigating criminals using Tor and other anonymizing techniques [21]. For example, the Playpen 
Network Investigative Technique (NIT) was part of an FBI investigation taking down the child 
pornography website Playpen, leading to over two hundred criminal prosecutions in an example of 
lawful hacking [22]. The Playpen NIT relied on a warrant which previously technically violated Rule 41 
but relied on a good faith exception to proceed. Following the rule change, civil liberties advocates 
worried about the risks of mass hacking associated with similar warrants issued in the future, 
including the risk that innocent users, themselves victims of a malicious online botnet, would be 
unknowingly subjected to law enforcement investigation [23]. 
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II.4. Proposed Encryption Legislation 
 
Encryption policy issues have garnered bipartisan attention during recent sessions of the U.S. 
Congress. In the 114th Congress, bipartisan coalitions of legislators have proposed several different 
approaches to address encryption issues, ranging from prohibiting decryption and backdoor 
mandates to forming a commission to study encryption and security issues to mandating device 
access. Legislation introduced in the 115th Congress has mostly focused on prohibiting design 
mandates and pre-empting state-level encryption requirements. As encryption issues continue to 
transpire, none of the pieces of proposed legislation have been enacted [24]–[30]. Table 1 below 
summarizes legislation related to encryption issues as of July 2018: 
 

Date Bill Title Author Provisions Status 

Feb 10, 
2016 

H.R. 4528 
(114th 

Congress) 

ENCRYPT 
Act of 2016 

Rep. Ted 
Lieu (D-CA-

33) 

Would preempt State data security 
vulnerability mandates and decryption 
requirements 

Introduced 

Feb 29, 
2016 

H.R. 4651 
(114th 

Congress) 

Digital 
Commission 
Act of 2016 

Rep. Michael 
McCaul (R-

TX-10) 

Would establish a legislative, public-
private national commission to assess 
and make recommendations on digital 
technology 

Introduced 

Feb 29, 
2016 

S. 2604 
(114th 

Congress) 

Digital 
Commission 
Act of 2016 

Sen. Mark 
Warner (D-

VA) 

Would establish a legislative, public-
private national commission to assess 
and make recommendations on digital 
technology 

Introduced 

Mar 22, 
2016 

H.R. 4839 
(114th 

Congress) 

Protect our 
Devices Act 

of 2016 

Rep. Matt 
Salmon (R-

AZ-5) 

Would prohibit the federal government 
from requiring decryption of encrypted 
communications 

Introduced 

N/A 
S. ____ 
(114th 

Congress) 

Compliance 
with Court 
Orders Act 

of 2016 

Sen. Richard 
Burr (R-NC) 

Would require the provision of data in an 
intelligible format to a government 
pursuant to a court order, and for other 
purposes 

Drafted, 
not 

introduced 

May 15, 
2018 

H.R. 5823 
(115th 

Congress) 

Secure Data 
Act of 2018 

Rep. Zoe 
Lofgren (D-

CA-19) 

Would prohibit Federal agencies from 
mandating the deployment of 
vulnerabilities in data security 
technologies 

Introduced 

Jun 07, 
2018 

H.R. 6044 
(115th 

Congress) 

ENCRYPT 
Act of 2018 

Rep. Ted 
Lieu (D-CA-

33) 

Would preempt State data security 
vulnerability mandates and decryption 
requirements (reintroduction of H.R. 
4528 in 114th Congress) 

Introduced 

Table 1. Previously Proposed Encryption Legislation 
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II.5. Possible Encryption Policy Options 
 
Previously proposed legislation has not exhausted the total set of possible policy options in the 
encryption debate. Encryption workarounds involve many different technical, legal, and policy 
factors [31]. There are three distinct policy options for future consideration: 1) compel decryption 
from either anyone with access to the decryption key or the vendor of the encrypted device or 
communications service; 2) issue design mandates that allow for easier exceptional access on the 
part of law enforcement; or 3) codifying rules and procedures to enable lawful government hacking. 
For all options, metadata (such as cellular device location), information from social networks, data on 
cloud services, and data from the proliferation of smart devices and Internet of Things machines can 
augment evidence gathering during any procedure [32]. The information age provides an untapped 
wealth of information for law enforcement as they conduct their investigations go dark. 
 
Stakeholders on all sides have come to the agreement that Congressional action on encryption and 
law enforcement access to encrypted communications would provide uniformity and certainty. Thus, 
maintaining the status quo and waiting for a case similar to Apple v. FBI has fallen out of favor from 
most stakeholders [3]. However, heated rhetoric between the two sides has not been productive in 
advancing potential alternative solutions in the meantime. The solution has been elusive; there is no 
“silver bullet” to encryption challenges, and each set of policy proposals comes with certain trade-
offs. 
 
II.5.1. Compelled Assistance 
 
With the compelled assistance option, law enforcement, over the course of an investigation, to 
legally obtain assistance from the end user or a third-party, such as a device manufacturer or 
platform vendor. Such assistance would allow law enforcement to compel the decryption of data or 
communications by the end user or the third party. A scenario in which the end user may be 
compelled to give assistance involves the government possessing the legal authority to obtain a 
device that is not full disk encrypted but may have specific files or folders encrypted. Another 
scenario, involving a third party, would include the government’s legal authority to obtain information 
stored elsewhere, such as on a cloud service [33]. 
 
Current proposals identify three different types of assistance that may be compelled by law 
enforcement, including compelling biometric identifiers, compelling passcodes, and compelling 
technical assistance under All Writs’ Act (AWA) authority. Proposals also call for clear rules outlining 
where and to what extent provider access is applicable to a compelled assistance request as well as 
targeted and limited requests on the part of law enforcement [34]. The following table compares the 
ways in which law enforcement may compel assistance from the end user or a third party. 
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Assistance Party Description Benefits Trade-Offs 

Biometric 
Identifier 

End user, 
third party 

Compel a user to provide 
a fingerprint or biometric 
data on a device or on a 
system that requires 
biometric identifier to 
access key (similar to 
providing the key to a 
safe) 

• Precedent: 
Government may 
obtain an order for 
certain physical acts 
(United States v. 
Hubbell) 

• Easy to unlock a 
system or 
communications if 
biometric protection is 
enabled 

• Potential Fifth 
Amendment 
challenges 

• Devices may lock after 
repeated biometric 
identification failures 

• Does not apply if the 
owner (suspect, victim, 
or otherwise) is 
missing or deceased 

Passcode 
End user, 
third party 

Compel a user or a third-
party provider to 
produce a passcode to 
decrypt a device or 
communications (similar 
to providing the 
combination to a safe) 

• Allows government to 
compel a passcode for 
situations in which 
individual or 
organization with 
access to passcode do 
not have a Fifth 
Amendment right to 
refuse disclosure (e.g. 
business-owned 
device with personal 
password) 

• Limited contexts in 
which assistance 
would be allowed 

• The law does not allow 
compelled disclosure 
of a passcode currently 

• Testimonial act 
protected by the Fifth 
Amendment 

• Does not apply if the 
owner (suspect, victim, 
or otherwise) is 
missing or deceased 

Technical 
Assistance  Third party 

Compel technical 
assistance from a third 
party (e.g. service 
provider or vendor), 
based on existing law or 
AWA Authority to 
decrypt data or 
communications 

• Precedent: AWA has 
been used before to 
install pen registers for 
wiretapping 

• Compelled third party 
(e.g. Apple, Google, 
Internet service 
provider) has internal 
knowledge of the 
workings of a device or 
communications 
technology 

• Little publicly available 
law on limits of 
technical assistance 

• Requires settling of 
law by courts, which 
would take time 

Table 2. Compelled Assistance Options 

At first glance, compelled assistance of both the end user and third parties has the benefits of easy 
accessibility or timely disclosure of decryption keys or methods of decrypting data or 
communications. However, there are several trade-offs associated with compelled assistance of any 
form. Biometric identifiers are useless if a suspect or victim is not present or, worse yet, deceased. 
Passcodes have strong Fifth Amendment protections that would make compelled disclosure only in 
limited cases. Technical assistance relies either on existing law or All Writs’ Act authority, which has 
been challenged in courts before; even if legislated, technical assistance by a third party could see 
extended litigation to settle the constitutionality of such demands over the long term. 
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II.5.2. Design Mandates for Exceptional Access 
 
Design mandates would force platforms (hardware, software, or databases supporting a service) and 
vendors to maintain a way to access plaintext data. Design mandates that enable exceptional access 
may call for several different provisions, including weakening encryption standards, creating 
encryption “backdoors,” key escrow, prohibiting client-side encryption, or a combination of any of 
these requirements [35]. In their most recent public comments, Deputy Attorney General Rod 
Rosenstein and FBI Director Christopher Wray have made broad calls for “responsible encryption” 
that would entail a mandate of some sort to access encrypted data at rest and encrypted 
communications in certain scenarios. However, design mandates by nature introduce security 
weaknesses outside of current best practices. 
 
The advantages of exceptional access design mandates center around easier law enforcement 
access. Depending on how exceptional access is implemented, law enforcement would be able to 
recover encrypted data at rest or intercept encrypted communications easily with a key in escrow or 
be able to brute force a key to a cryptosystem with fewer resources. While design mandates may 
guarantee decryption to a system, they do not necessarily guarantee access to the data that law 
enforcement needs to continue the course of their investigation. 
 
The trade-offs of exceptional access schemes would significantly reduce the technical security 
provided by modern encryption. Modern best practices for encrypted communications offers 
forward secrecy, meaning that decryption keys are deleted immediately after use so that stealing an 
encryption key does not compromise past or future communications. Exceptional access would 
preclude forward secrecy. Building in exceptional access would drastically increase the overall 
complexity of systems, creating more unknown vulnerabilities and making security testing more 
difficult. Finally, whoever gains exceptional access would be at more risk of an attack from a 
malicious actor. For example, if law enforcement held decryption keys in escrow to unlock phones, 
then attackers would target law enforcement so that they could gain access to the keys. 
 
Any design mandate would run up against CALEA wiretapping requirement caveats. Design 
mandates exceptional access run contrary to several pieces of legislation introduced in the 114th and 
115th sessions U.S. Congress, including the ENCRYPT Act of 2016 and 2018; the Protect Our Devices 
Act of 2016; and the Secure Data Act of 2018.  
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Mandate  Description Benefits Trade-Offs 

Weakening 
Encryption 
Standards 

Limit key strength so that law 
enforcement can brute force all 
possible decryption keys or 
pose specific design 
requirements that allows an 
authorized user to use special 
key or algorithm to recover 
plaintext 

• Law enforcement seeking 
access gains easier recovery 
of plaintext 

• Easy to exploit shortened 
keys 

• Creates long-term risks to 
systems implementing 
design 

• Creates risks for any other 
systems interacting with 
design 

Creating 
Backdoors 

Build in hardware- or software-
based gateways to give third 
parties access without user 
detection 

• Allows for surreptitious 
access to encrypted data 
without notification 

• Enables law enforcement 
access in most cases 

• Malicious actors can target 
and exploit backdoors as 
vulnerabilities 

• Backdoor access does not 
guarantee successful data 
extraction 

Key Escrow 

Decryption keys are held in 
escrow by the vendor, a third 
party, or the government so 
that an authorized third party 
can access the escrowed keys; 
keys may be protected by 
splitting into multiple pieces 

• Third parties may be 
preferable to the 
government holding keys 

• Split key escrow improves 
key security 

• Useful for systems for which 
users need access to data 

• Third parties holding keys 
become targets 

• Splitting keys introduces 
technical and organizational 
complexity, leading to 
vulnerabilities 

• Less useful for transitory 
communications  

Regulate 
Usage of 
Encryption 

License the sale or use of 
certain encryption technologies 
given a technical inspection and 
review; the government can 
request the removal or prohibit 
the distribution of encryption 
hardware, software, or services 

• Government controls access 
encryption 

• Government gains technical 
knowledge of encryption 
technologies 

• Security of user data 
depends on service provider 

• Service providers become 
bigger security targets 

• Inhibits encryption 
ecosystem development 

Encryption 
Export 
Controls  

Domestic laws and 
international treaties would 
limit the sales and/or transfer of 
encryption technologies abroad 
and/or to foreign adversaries 

• Government has ability to 
control or brute-force 
encryption exports 

• Allows law enforcement 
greater ability to decrypt 
encrypted data in cases 
abroad 

• Weakens U.S. industry 
competitiveness overall 

• Strong encryption is too 
widespread to be classified 
as a munition anymore 

• Significant disincentives for 
industry players 

• Criminals may use foreign 
encryption products 

Table 3. Design Mandate Options 
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II.5.3. Lawful Hacking 
 
Hacking refers to breaking into a computer system to gain access to data or information that would 
otherwise not be granted. Lawful hacking involves court-approved hacking by law enforcement 
working on behalf of the government to gain access to data on encrypted devices, data stored in the 
cloud, or data in encrypted communications using existing vulnerabilities or system 
misconfigurations rather than introducing new software or hardware weaknesses [36]. Mechanisms 
of lawful hacking could involve installing malware such as a keylogger or a rootkit, deploying online 
monitoring toolkits, or providing surreptitious updates that give law enforcement access [34]. The 
current state of lawful hacking is not whether the FBI or law enforcement have the capability to 
pursue legal hacking methods but how to have more oversight when lawful hacking is conducted. the 
FBI has used lawful hacking techniques since the early 2000s. 
 
A lawful hacking procedure requires a series of steps from warrant issuance to vulnerability 
minimization to exploit productization. A warrant gives law enforcement proper authorization to 
conduct lawful hacking activities; law enforcement may need two court orders to first exploit the 
vulnerability and then to carry out data gathering or message interception. Next, law enforcement 
would design the exploit that takes advantage of the vulnerabilities, including minimizing data 
collection or data access outside of the scope of the court orders issued. Law enforcement would 
then determine the target and then find and productize a vulnerability or even purchase a 
vulnerability before deploying it onto an authorized target during the lawful hacking procedure [37].  
 
On one hand, to stakeholders opposing encryption backdoors and even compelled assistance, lawful 
hacking is more palatable. With specific policies to limit potential security risks of using existing 
vulnerabilities, lawful hacking would not share many of the trade-offs inherent in other policies that 
seek to address encryption. According to a recent study, exploits and underlying vulnerabilities have 
an average lifespan of 6.9 years [38]. Thus, there must be plenty of existing vulnerabilities to tap into 
as a means of defeating encryption. Furthermore, given a robust vulnerability disclosure process and 
a willing technology ecosystem, a lawful hacking regime could be potentially symbiotic. The 
discovery of vulnerabilities and associated patches, leading to the discovery of more flaws and 
another round of the disclosure and patching, would result into better overall security and a more 
highly skilled law enforcement capability to lawfully exploit vulnerabilities. 
 
On the other hand, the trade-offs to lawful hacking involve the rules, policies, and legal standards of 
such procedures and the inadvertent impacts that they may have on various stakeholders. Lawful 
hacking, by definition, requires the rule of law; in countries with different rule of law scenarios and 
regimes that may not require court orders to conduct lawful hacking, such an approach may not be 
desirable. Privacy and civil liberties are also at risk if hard measures for law enforcement officials to 
prevent abuse are ignored, including redress for improper compromise and limiting the number of 
times law enforcement may request access [39]. Technologists would also be skeptical about only 
law enforcement officials being able to gain access to plaintext without further restrictions in place. 
Finally, lawful hacking can be expensive and time-consuming, as discovering and exploiting 
vulnerabilities requires significant funding or technical training.  
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III. Findings: Problem Statements and Key Conflicts 
 
III.1. Stakeholder Equities 
 
Encryption sits at the center of the tension between the right to privacy and the public concern for 
safety. Encryption is a dual-use technology and, as such, provides both costs and benefits. Notable 
recent law enforcement investigations involving encrypted devices have highlighted longstanding 
tensions between the security provided by encryption standards and the law enforcement and 
intelligence communities. The stakeholders in the debate over encryption’s role in law enforcement 
“going dark” fall largely into two camps: those who favor strong encryption, and those who favor 
lawful exceptional access to encrypted communications and devices. Commercial interests, 
government agencies, law enforcement, civil liberties advocates, technical and security experts, and 
the technology industry all have a stake in the encryption issue [3]. 
 
Law enforcement in particular see threats to their mission from widespread use of encryption-by-
default products and services, the national security threats from terrorists and foreign rivals, the 
increasing importance of digital evidence, and “the limited effectiveness of alternative sources of 
digital evidence [33].” In response to these arguments, critics argue that access mandates, such as 
encryption backdoors, would be ineffective. Such mandates would pose unacceptable risks to 
cybersecurity, privacy, and civil liberties, put U.S. vendors at a disadvantage, and dampen encryption 
innovation [33]. 
 
More recently, the debate has shifted from a “privacy versus security” perspective to a “security 
versus security” perspective when weighing competing interests [40]. Varying legal and technical 
definitions muddle the understanding of different types of encryption. Characterizing encryption 
with a broad brush makes stakeholder engagement much more difficult and avoids the nuance 
behind both encryption technologies and policy options [41]. 
 
III.1.1. Cross-Cutting Encryption Issues 
 
As encryption protects information while also limiting law enforcement capabilities, many of the 
interests of the stakeholders are cross-cutting and multi-dimensional. As a dual-use technology, 
encryption offers several benefits for all stakeholders and can be detrimental for other subsets of 
stakeholders in different situations.  There are several security benefits that encryption offers which 
motivate users to adopt various encryption technologies, ranging from commercial interests to law 
enforcement to privacy advocates, among others. 
 
On a basic level, encryption verifies the trustworthiness of communication, applicable to a majority of 
stakeholders. In the context of information security, encryption helps protect confidentiality, 
integrity, and availability principles for all users. Ubiquitous encryption ensures the confidentiality of 
information. Cryptosystems also help achieve integrity in data and communications; even if 
encrypted data were intercepted, it would not be easily decrypted. Encryption provides an additional 
security layer, providing availability to data by protecting users against digital attacks online [3]. 
 
III.1.2. Commercial Interests 
 
Encryption is a crucial enabling layer that enhances security in the modern, digital economy [40]. 
Significant advances in digital communications in recent years has resulted in an increasingly 
Internet-connected world and an explosion in smartphone usage. Over 3.385 billion people around 
the world use the Internet every day [40]. The Internet sector contributed over $1 trillion to U.S. 
economic growth in 2015 (six percent of total GDP) [42]. As the physical world (such as critical 
infrastructure systems, financial institutions, automobiles, household appliances, and the “Internet of 
Things) integrates connected features, such systems will require the security encryption offers [43]. 
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Today, smartphones have from evolved cell phones that could only make phone calls and send text 
messages into powerful, mobile broadband-connected portable devices that are the main computing 
interface for many users. Smartphones are now also equipped with high-resolution cameras and GPS 
chips. They run email, social media, and web browsing applications and store sensitive data such as 
personal health information or financial records. Securing the wealth of data on smartphones 
requires passwords and encryption. As of February 2018, the 77% Americans who use smartphones 
in some aspect of their lives every day also depend on encryption to keep their device contents and 
communications from prying eyes [44].  
 
Nearly half of the global encryption software market consists of financial sector customers; U.S. 
banks use encryption to protect the 30 million households who use online banking systems [40].  
Encryption protects over $40 trillion worth of financial transactions every year [45]. The U.S. 
Department of Commerce estimated that U.S. retail e-commerce sales reached $123.7 billion in just 
the first fiscal quarter of 2018 alone, accounting for nearly ten percent of all retail sales in the U.S. 
[46]. In 2017, 407 of the 477 Health Insurance Portability and Accountability Act (HIPAA) breaches 
reported to the U.S. Department of Health and Human Services totaled nearly 5.6 million patient 
records [47]. Financial services, e-commerce and online retail, and healthcare are all sectors which 
utilize encryption technologies to lower cybersecurity risks and keep financial data, customer and 
transaction data, and personal health data secure, respectively. Privacy breaches are costly: a study 
showed that between 2005-2016, breaches cost companies more than $5.5 billion annually. By 
2020, the same study estimated that 6 billion records could be exposed in data breaches, causing 
damages of almost $220 billion [42]. Commercial interests have a financial incentive to keep data 
safe and employ encryption as part of their solution to protect users from a litany of digital threats. 
 
III.1.3. Government Agencies 
 
The U.S. government is a large user of encryption and can also stand to benefit from enhanced 
encryption technologies. A use-case is ensuring the confidentiality of classified documents. 
Encryption, as part of a larger security architecture, is used to counter threats from criminals and 
foreign adversaries [33]. The U.S. government, through NIST, also sets encryption standards for use 
within the federal bureaucracy. For instance, NIST approved AES, an encryption algorithm, as FIPS 
197 in November 2001 to replace the aging DES algorithm as the standard for encrypting 
government data. Additionally, NIST Special Publication 800-175B outlines standards and best 
practices for cryptographic services and key management for the Federal government [48]. 
 
In general, the intelligence community warned that growing cybersecurity threats to the United 
States pose “an increasing risk to public health, safety, and prosperity as cyber technologies are 
integrated with critical infrastructure in key sectors. [49]” The U.S. Department of Defense has 
indicated support for the “fundamental” strong encryption needed to protect military capabilities and 
commercial encryption technology that protects U.S. economic security [50]. The consequences of 
inadequately protecting government data using encryption were on full display in the aftermath of 
the U.S. Office of Personnel Management (OPM) data breaches in 2014 and 2015; as a result of poor 
information security practices, including failing to encrypt highly sensitive personnel data and 
background check form information, 21.5 million background check records, 4.2 million current and 
former federal employee personnel records, and 5.6 million sets of fingerprints were lost to a group 
of malicious hackers [51].  
 
III.1.4. Law Enforcement 
 
For the FBI, going dark poses four unique issues: a delay in cases, a diversion of resources, an inability 
to prevent criminal activity, and an inability to solve a case [52]. On a federal level, law enforcement 
and parts of the intelligence community seek to decrypt data that has been encrypted to protect the 
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public and fulfill public safety and national security missions. Encryption is used by not only criminals, 
but also terrorists and malicious foreign actors who pose national security threats.  
Much criminal activity has shifted online. For law enforcement, collecting digital evidence is 
therefore of paramount important in modern criminal investigations as alternative sources of digital 
evidence may have limited effectiveness in court [53]. Certain types of evidence previously available 
to law enforcement, such as an address book, are no longer available in the digital domain [54]. In 
many situations, encryption is an impediment for law enforcement investigating especially gruesome 
cases, such as terrorist attacks, acts of mass violence, or child exploitation. Just as the ability to 
unlock a suspect’s locked device or decrypt a suspect’s encrypted communications may yield 
evidence over the course of an investigation, access to a victim’s device or communications can also 
advance an investigation.  
 
The roughly 18,000 police forces in the United States have different resources and experiences with 
encryption technologies. State and local law enforcement face a different set of issues than does 
federal law enforcement. They are often limited by operational technology capacity when facing 
encrypted devices and communications [54]. The National Domestic Communications Assistance 
Center (part of the U.S. Department of Justice), the Federal Law Enforcement Training Centers (part 
of the U.S. Department of Homeland Security), and the National Computer Forensics Institute 
(operated by the U.S. Secret Service) offer technical assistance and training to law enforcement on a 
variety of issues, including digital evidence and cybercrime investigations [33]. 
 
Most recently, comments by Deputy Attorney General Rod Rosenstein and current FBI Director 
Christopher Wray have outlined an interest in “responsible encryption” that encompasses encryption 
of both data at rest and data in motion [55]. These remarks indicate that both Rosenstein and Wray 
wish to gain exceptional access using a third-party key-management system, requirements for 
message retention, and prohibitions on end-to-end encryption [55]. In a Cyber-Digital Task Force 
Report released in July 2018, the Department of Justice re-iterated that with going dark, “warrant-
proof encryption poses a serious threat to effective law enforcement” and called for a seven-point 
plan in light of the going dark problem, including possible legislation providing law enforcement 
guaranteed access to encrypted devices and software in criminal investigations [56], [57].  
 
III.1.5. Civil Liberties Advocates 
 
A crucial ethical component underlies the encryption debate; in many jurisdictions, the goal of law 
enforcement providing public safety and national security is to allow individuals to exercise their civil 
liberties. The civil liberties equities in the encryption debate include privacy, free speech, freedom of 
association, and freedom of religion [33]. In the United States, the proliferation of the Internet and 
global electronic communications has enabled more robust First Amendment protections and cast 
new light on Fourth Amendment protections against unreasonable search and seizure in the digital 
age [58].Civil liberties advocates argue that accessing encrypted electronic communications and 
protections for Internet access are increasingly interwoven with privacy rights and freedom of 
expression; in many repressive government regimes. Regulations and crackdowns on encrypted 
services seek to restrict political opposition and dissident groups. Even in countries with the rule of 
law, encrypted and secure communications “is an important protection for civil liberties. [33]” 
 
For civil liberties advocates in the United States, government access to encrypted data and 
communications must meet Fourth and Fifth Amendment protections and due process [59]. The 
risks to human rights and a lack of conversation on robust protections for human rights with regards 
to encryption lead some groups believe that government attempts to decrypt any encrypted data 
should be presumptively banned [60]; others have proposed necessary safeguards including 
following the rule of law, ensuring the security and integrity of systems, receiving judicial 
authorization, and providing oversight and transparency, among many other factors [61]. 
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III.1.6. Technical and Security Experts 
 
Technical experts emphasize the security benefits that encryption offers to modern computing and 
communications systems. They point to four main uses of encryption in maintaining cybersecurity 
that may be threatened if the law were to mandate specific encryption technologies requirements. 
First, encryption protects stored data, so even if encrypted data is stolen it is unusable; second, 
encryption protects data in motion, as seen in the financial, retail, and healthcare sectors; third, 
cryptography allows identity verification and authentication of users in computer systems; and 
fourth, cryptography allows for on-device multifactor authentication that prevents the unauthorized 
interception or capturing of authentication data or user data [33]. 
 
The ubiquity of encryption technologies has led to specific applications of encryption that benefit the 
end user. For example, certain types of encryption provide features such as protecting stored files, 
full disk encryption, device locking, virtual private networks, secure web browsing, secure 
messaging, and protecting confidentiality of data in cloud computing [33]. These specific features 
also happen to be challenges that law enforcement cites. For those in the technical community 
sympathetic to the law enforcement argument, any policy on encryption must be targeted to specific 
uses of cryptography or specific applications of encryption algorithms [33]. Without specific 
encryption technologies requirements from law enforcement for consideration, technical experts 
are left in the dark about the law enforcement needs.   
 
Experts also point to the need to scrutinize any new encryption algorithm’s trustworthiness 
compared to existing, trusted encryption schemes. These stakeholders underscore the challenge of 
designing “practical and secure encryption,” as encryption algorithms are fragile and can have bugs 
that go undetected for years. In an academic and research context, cryptography is still a field ripe 
for innovation; experts point to potential limits to innovation to research, business applications, and 
even technology standards if the United States were to only allow specific methods of encryption to 
be used domestically [33]. 
 
A critique of law enforcement stakeholders’ arguments by technical experts is that the going dark 
phenomenon is actually overblown. Certain strong encryption schemes are unlikely to be adopted 
because they would upset business models that rely on user data. A fragmented software 
ecosystem means that any certain type of encryption is not yet widespread and comprehensive. 
Additionally, data from the Internet of Things and unencrypted metadata will be useful for 
surveillance purposes [59]. However, the technical community is not monolithic in their critiques of 
law enforcement’s arguments. Some technical experts have called for looking at alternative 
encryption designs with very narrowly tailored access scenarios and have even proposed new 
access schemes for greater consideration by the wider technical community [41], [62]. 
 
III.1.7. Technology Industry 
 
For the technology industry, encryption is one of the “strongest cybersecurity tools available” 
against a wide variety of digital threats [63]. Encryption products in particular have a robust global 
ecosystem of developers. A 2016 survey of encryption products found at least 865 hardware or 
software products incorporating encryption from 55 different countries, including two-thirds (546) 
of the products surveyed based out of the United States. Many of the products surveyed used strong 
published encryption algorithms like AES [64].  
 
The technology industry is one area of the private sector that has been most outspoken in the 
encryption policy debate. Since the Snowden NSA revelations, years before the San Bernardino 
incident, many technology companies began to embrace by default. For data at rest, Apple turned on 
encryption by default in iOS 8. For data in motion, Google switched to secure encryption protocols 
for Gmail access, Google search, and data transferred between data centers; Yahoo and Microsoft 
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also began encrypting data transferred between data centers; Facebook began using secure 
Internet connection protocols for their users by default; Twitter added forward secrecy features to 
its platform; and end-to-end encrypted messaging apps, such as Signal and Telegram, grew in 
popularity. The standards community has also emphasized the importance of encryption by default 
for all Internet traffic [65]. 
 
Apple, vendor of the iPhone 5C targeted in the San Bernardino FBI investigation, strongly and 
publicly opposed the building of any backdoor to the encryption of its products, hack its users, and 
“undermine decades of security advancements that protect its customer [66].” In a 2016 open letter 
from four technology coalitions that represent companies such as Apple, Google, and Facebook to 
Senators Richard Burr (R-NC) and Dianne Feinstein (D-CA) opposing a circulated draft of the 
Compliance with Court Orders Act of 2016, the technology industry reiterated its commitment to 
user security from in response to threats from criminals and governments. They underscored that 
any domestic mandatory decryption requirement would result in many unintended, insecure 
consequences, including the exploitation of access schemes by bad actors and decryption 
requirements from foreign governments to follow the example set by the United States [67]. 
 
III.2. International Dimensions 
 
The impacts of any country’s encryption policy--defined by the actions legislators, regulators, 
intelligence and law enforcement, and the private sector--are fairly predictable domestically, but 
could have unintended international consequences that have political, economic, and technological 
effects, or a combination of the three [68]. Different countries around the world have different 
encryption governance regimes, leading to a patchwork that makes gauging the consequences of 
these ripple effects difficult.  
 
For example, while the European Union has no EU-wide rules on encryption, ongoing proposals seek 
to improve technical capabilities in decrypting data through training and investment [69]. The Indian 
government does not have a comprehensive national encryption policy, and encryption regulations 
are contradictory [68]. Russia’s encryption policy has grown increasingly restrictive and have 
targeted the use of encryption by non-Russian companies operating in the country [68]. Changes in 
Chinese policies on encryption indicates a change in the regulatory regime governing commercial 
encryption products in China, shifting away from regulating entities in the encryption supply chain to 
encryption end-products [70]. If the United States proceeds with any policy action on encrypted data 
and communications, the international context may affect the playing field for both U.S. law 
enforcement and intelligence collection efforts and U.S. companies operating internationally [13]. 
 
Much attention is focused on cross-border data access between the U.S. and other countries, 
through proposed reforms to the Department of Justice’s Mutual Legal Assistance Treaty (MLAT) 
process allowing for “lighter touch” bilateral agreements that would allow the foreign signatory 
submit requests for data to U.S.-based companies based on the foreign company’s laws [71]. For 
close U.S. allies such as the United Kingdom, such agreements would make it easier to allow cross-
border investigations with significant electronic evidence needs, but are unlikely to be signed by non-
U.S. allies, furthering the patchwork of worldwide encryption policies.  
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III.3. Recent Technical Developments 
 
III.3.1. Ray Ozzie’s Clear Proposal 
 
In early 2018, Ray Ozzie, former chief technical officer and chief software architect at Microsoft and 
creator of Lotus Notes,3 proposed an exceptional access scheme called “Clear” for access encrypted 
devices and data at rest [62]. Clear entrusts exceptional access keys with corporations rather than 
the government in order for law enforcement to lawfully access an encrypted device. Clear is a four-
step process as follows [62]: 
 

1. “Obtain warrant for locked, encrypted phone that is evidence in a criminal investigation. 
2. Access special screen that generates a QR code containing an encrypted PIN 
3. Send picture of QR code to the phone’s manufacturer, which confirms the warrant is legal. 
4. Manufacturer transmits decrypted PIN to investigators, who use it to unlock the phone.” 

 
Clear is a simple system that would rely on the protection of keys used in verifying and protecting 
vendors’ operating system updates to keep exceptional access in lawful hands. The law enforcement 
community was receptive to Clear, while the security community critiqued Clear for introducing 
more security vulnerabilities and loopholes [72]. 
 
III.3.2. Symphony’s End-to-End Encrypted Messaging Service 
 
Symphony is a communications and content sharing platform used by many financial services 
institutions. Symphony uses standard cryptographic algorithms to implement end-to-end encryption 
on messages, with encryption keys stored on an on-premise key management device. Independently 
of Symphony’s technology are custodial agreements between the New York State Department of 
Financial Services (DFS) and financial institutions to create secure backups of their keys and give 
access to that key to a third-party custodian. Custodians are generally trusted law firms. Following 
legal due process, such access allows the regulator to obtain the keys from the custodian and 
obtaining the encrypted messages stored by Symphony. 
 
FBI Director Christopher Wray has highlighted Symphony as a model of “responsible encryption 
[73].” In response to the law enforcement support for Symphony, experts have noted that such a 
system is based on banks changing use of Symphony, not Symphony’s developers changing the 
design of the platform. In a company clarification, Symphony’s representatives noted that such a 
scheme does not allow Symphony to access encryption keys or customer data; is not based on a 
backdoor; does not have a single point of entry; has not altered any cryptographic algorithms in 
implementation; and follows legal due process [74]. 
 
  

                                                                    
3 Ray Ozzie is regarded as a pioneer of using encryption technologies in commercial software. Lotus Notes was the first 
software to obtain a license to export strong encryption overseas in 1989. 
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III.3.3. Cryptographic “Crumpling” 
 
In March 2018, professors Charles Wright and Mayank Varia developed a new cryptographic 
technique known as cryptographic “crumpling” in an effort to allow law enforcement to break 
encryption without providing unlimited access to communication [75]. Cryptographic crumpling 
would make it possible but arbitrarily expensive for a government to decrypt encrypted data. Such a 
scheme would impose two computational (and thus monetary) costs before decrypting data. The 
first “crumpling” technique would impose a cost of $100 million to several billion dollars’ worth of 
computational power. The second technique, known as “public key abrasion,” would introduce 
cryptographic puzzles and cost roughly $1,000 to $1 million to decode each encrypted message. The 
researchers also demonstrated that crumpling could be retrofitted onto various data in motion and 
data at rest encryption protocols [75]. 
 
Implementing and utilizing the design from the proposal would cost millions of dollars and has the 
potential to force law enforcement agencies to choose their targets and prevent misuse, but 
crumpling is an untested encryption design whose effectiveness will not be known until held to 
further scrutiny [76]. 
 
III.3.4. Apple’s iOS USB Restricted Mode 
 
Apple’s iOS mobile device operating system for iPhones and iPads already utilize several security 
features to keep device data from unauthorized access. On iPhones and iPads with current software 
(iOS 11) and supported hardware, the Secure Enclave coprocessor that serves many crucial 
encryption features, including full-disk encryption and securing biometric fingerprint and face data 
[77]. However, both federal and local law enforcement have access to both services from Cellebrite, 
an Israeli forensics firm that provides iPhone unlocking capabilities, and a relatively inexpensive iOS 
encryption bypass tool called the GrayKey, which exploits vulnerabilities in iOS devices through the 
USB Lightning connector [78], [79]. 
 
In response to these vulnerabilities, Apple released iOS 11.4.1 in early July 2018 to disable all USB 
access after an iPhone running the software has been locked for an hour consecutively or longer 
[80]. While much of the media coverage surrounding this update frames it as a technical barrier that 
will thwart law enforcement, little is actually known on the current impact of iPhone security features 
on law enforcement’s capability to conduct investigations involving iPhones. While those favoring 
law enforcement equities see the update as an impediment, others see this as a responsible step for 
Apple to take in order to strengthen the security of its products in response to learning about third-
party tools that may exploit vulnerabilities in Apple devices [81]. 
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III.4. Balancing Potential Options with Stakeholder Interests 
 
This section compares the three different sets of options that policymakers have in light of all the 
stakeholder interests in the encryption “going dark” debate, the international dimensions of the 
encryption issue, and recent technical developments. Each set of options attempts to satisfy the 
needs of the diverse set of stakeholders, and each set of options presents holds its set of benefits 
and trade-offs. 
 

Stakeholder Perspective on Policy Option 

Group Interests 
Compelled 
Assistance 

Design 
Mandates Lawful Hacking 

Commercial 
Interests 

• Encryption as enabling layer 
of enhanced security, 
contributing to the modern 
economy 

• Protects financial services, 
healthcare, retail, etc.    

Government 
Agencies 

• Encrypt data to keep 
classified or confidential 

• Protect against criminals, 
foreign adversaries 

   

Law 
Enforcement 

• Bypass encrypted data or 
communications for 
investigations 

• Encryption leading to “going 
dark” phenomenon 

   

Civil Liberties 
Advocates 

• Privacy, free speech, freedom 
of association, freedom of 
religion 

• Due process in criminal 
investigations 

   

Technical 
Experts 

• Overall security benefits to 
modern computing and 
communications systems 

• Desire to create practical and 
secure encryption 

   

Technology 
Industry 

• Protect customers from 
digital threats 

• Market competitiveness in 
international context 

• Need understanding of threat 
and vulnerability landscape    

 KEY 
Would Gain 
Significant 

Benefits 

Needs 
Oversight or 

Changes 

Would Have 
Significant 
Trade-offs 

Table 4. Summary of Stakeholder Perspective on Potential Encryption Policy Options  
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IV. Recommendations for an Encryption Workaround Strategy 
 
Technical solutions to the going dark debate require policy support, and policy surrounding 
encryption require solid technical grounding. While none of the three policy options are ideal in 
isolation, lawful hacking is the policy option with the fewest trade-offs that would minimize impact to 
public safety, security, and privacy overall. Thus, this paper proposes a hybrid regime that 
incorporates accountable lawful hacking techniques with additional recommendations to continue 
the encryption conversation. The following five recommendations formulate an overall strategy that 
in the near term seeks to alleviate many of the pressure points brought about by the technical 
realities of the encryption “going dark” debate, while in the longer term aims to better engage with 
stakeholders as both encryption and the conversation on encryption evolve 
 
In the short term, these recommendations would specifically provide law enforcement with the 
ethical guidelines necessary work around encryption through the use of lawful hacking procedures 
while taking precautions to increase transparency and limit abuse. Over the long term, ethical use 
guidelines, strengthened digital evidence capabilities, and a revamped process for disclosing 
security vulnerabilities would be the first steps in continuing the conversation on encryption 
between divergent stakeholders and ensuring a more secure digital ecosystem. 
 

Recommendation 1 Develop guidelines for lawful hacking 

Recommendation 2 Strengthen digital evidence capabilities 

Recommendation 3 Revamp the vulnerabilities equities disclosure process 

Recommendation 4 Accurately measure the impacts of encryption 

Recommendation 5 Publish an emerging encryption technologies study 
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Recommendation 1: Develop Guidelines for Lawful Hacking 
 
This recommendation contains several provisions to 1) provide for lawful, court-authorized access to 
hacking tools in targeted circumstances and 2) provide ethical use guidelines to prevent abuse and 
increase transparency about the use of these tools whenever they are deployed. The Department of 
Justice should adopt ethical use guidelines that [61], [82]: 

• Not compel any technology vendor or manufacturer to disclose vulnerabilities; 
• Contain lawful hacking warrant requirements regarding specific, sufficiently detailed 

provisions for the scope of the lawful hacking procedure; 
• Evaluate the potential risks and damage to the security of the intended lawful hacking target; 
• Preserve the integrity of information on the target system for evidence gathering purposes 

as much as technically possible; 
• Notify the vendor of the target (device, service) of an authorized hacking measure while 

preserving the methods used by law enforcement to conduct such measures; 
• Destroy any extraneous or irrelevant copies of data found;  
• Prohibit lawful hacking in perpetuity;  
• Builds in vulnerability disclosure and vendor notification requirements after the exploit has 

been utilized in a lawful hacking procedure; and 
• Specify lawful hacking as a method of last resort in the course of an investigation 

 
Additionally, federal law enforcement should aggregate data on all lawful hacking and release two 
separate annual reports: an unclassified version to the general public; and a classified version to the 
relevant Congressional committees.  
 
These ethical use guidelines should be promulgated to state and local law enforcement by a joint 
national “center of excellence” that incorporates the National Domestic Communications Assistance 
Center (part of the U.S. Department of Justice), the Federal Law Enforcement Training Centers (part 
of the U.S. Department of Homeland Security), and the National Computer Forensics Institute 
(operated by the U.S. Secret Service).  
 
As lawful hacking may not always result in the investigative outcome that law enforcement seeks, 
the Department of Justice should incorporate alternatives to accessing digital evidence into their 
investigative techniques. These alternatives involve low-cost means of accessing alternative data 
and gathering relevant metadata for the sole purpose of assisting with the relevant investigation.   
 
For investigations focused outside or for evidence or data requests from outside of the United 
States, the Department of Justice should consultant current MLATs while following the newly 
promulgated ethical use guidelines listed above. 
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Recommendation 2: Strengthen Digital Evidence Capabilities 
 
Strengthening digital evidence capabilities requires a multi-layered approach. On the law 
enforcement side, the Department of Justice should develop a national strategy for acquiring, 
preserving, and using digital evidence. In developing this strategy, the DOJ and FBI should identify 
any needs for additional digital evidence processing for cases “going dark,” in addition to any 
immediate issues with accessing encrypted data. The DOJ and FBI should establish data collection 
standard procedures to minimize privacy risks in the course of digital evidence gathering. The DOJ 
and FBI should create authentication and accountability measures for accessing digital evidence, 
including any data obtained from lawful hacking procedures and any data collected as alternatives to 
encrypted data. 
 
In conjunction with developing ethical use guidelines on ethical hacking, as part of evidence 
disclosure, the DOJ and FBI should establish digital evidence use guidelines that maintain the 
disclosure of evidence to the legal defense team before trial and utilize additional safeguards in the 
disclosure of classified information. These safeguards may include restricting access to evidence 
obtained via classified methods in restricted settings that include both legal teams and the judge; 
issuing a protective order to protect the confidentiality of evidence obtained via classified methods; 
or issuing background checks to the evidence team whenever classified exploits are deployed [83]. 
 
Additionally, the Department of Justice should develop clearer guidelines and policies regarding 
classified information disclosure in conjunction with better educating judges, appointing a special 
master, and hiring expert, unbiased third-party witnesses. For any law enforcement criminal 
investigation that involves lawful hacking, these guidelines should be in place to take a multi-phase 
approach that includes both the investigative phase and the prosecution phase. First, these 
guidelines should clarify the specificity of a warrant or court order request so that any judicial official 
is able to understand the intent, architecture, and deployment of any vulnerability exploit. Second, in 
the prosecution phase, guidelines should aim to educate the court and the jury about the basics of 
the technical underpinnings of an exploit. These guidelines should also determine the best methods 
for disclosure of the exploit itself. 
 
These digital evidence strategies should be promulgated to state and local law enforcement by a 
joint national “center of excellence” that incorporates the National Domestic Communications 
Assistance Center (part of the U.S. Department of Justice), the Federal Law Enforcement Training 
Centers (part of the U.S. Department of Homeland Security), and the National Computer Forensics 
Institute (operated by the U.S. Secret Service).  
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Recommendation 3: Revamp the Vulnerabilities Equities Disclosure Process 
 
Currently, the vulnerabilities equities process (VEP) is an administration policy, not a policy codified 
into law [84]. Thus, Congress should call on the NSA and intelligence community agencies, the 
Department of Justice, as well as all other stakeholder agencies listed in the November 15, 2017 
release of the VEP document to publish both classified and unclassified annual reports about the 
VEP [85]. 
 
Disclosing vulnerabilities on one hand promotes transparency, but on another hand means that any 
actor, malicious or not, may Additional requirements to codified reforms to the VEP should include 
requirements that deal with: 

• Data issues: VEP reform should, provide in the aggregate, the number of cases law 
enforcement in which law enforcement relies on technology vulnerabilities to obtain 
evidence;  

• Vulnerability acquisition and accountability: to the fullest extent possible, the DOJ should 
publish the aggregate cost of developing and/or purchasing vulnerability exploits; and 
publish findings on any researched effects that a deployed vulnerability may have on 
bystander machines or devices of users who are not the target of any investigation 

• Bug bounty programs: the DOJ and FBI should evaluate the costs and effectiveness of 
establishing a formal bug bounty program similar to ones already established by key industry 
players; in considering bug bounty programs, the DOJ and FBI should evaluate the risks of 
bug disclosure to the FBI versus vendors, including: 

o Whether a program would expand the markets for bugs, including the size of the 
vulnerabilities “black market”; and 

o Whether a program would increase costs for vendors in patching vulnerabilities 
• Procedures for sharing vulnerability information across agencies and with the private 

sectors: the DOJ should evaluate formal processes by which tools and exploits that the FBI 
develops; the National Domestic Communications Assistance Center (NDCAC) should 
examine opportunities to best leverage law enforcement and private sector cybersecurity 
expertise in sharing vulnerabilities with the private sector 
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Recommendation 4: Accurately Measure the Impacts of Encryption 
 
The Department of Justice should establish a uniform encryption data collection standard to 
promulgate to the FBI as well as state- and local-level law enforcement agencies as best practices, 
all the while maintaining an airgap with U.S. intelligence community. The DOJ and FBI should 
specifically report on the number of devices that meet all of the following characteristics: 
 

1) The device’s data is inaccessible by conventional means; 
2) There is no other source to access the data (such as metadata, data on the cloud, or 

authorized assistance with the consent of the vendor); and 
3) The data on the device is instrumental to the pursuit of an investigation. 

 
The DOJ should conduct accurate data collection on the impacts of going dark (using the above 
metrics and keeping accurate records of locked devices encountered) by releasing a public report of 
locked devices it encounters and a semi-annual private report to the relevant Congressional 
committees every year. 
 
The FBI overstated the number of locked devices--nearly 7,800--it encountered over the course of 
its investigations in 2017, when the correct number was between 1,000 to 2,000 [86]. Data points 
are not connected uniformly and rarely measure the extent to which criminals deliberately use 
encryption. Thus, uniformity and a regular timeline will begin to address many of these poor data 
collection practices and issues. 
 
Using existing going dark funding, the FBI should architect, develop, and maintain an agency-
accessible database of encryption products used globally to better understand the encryption 
product ecosystem and any potential interactions that global encryption products may have on 
investigations that involve a foreign component or that may involve an invocation of an MLAT. 
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Recommendation 5: Publish an Emerging Encryption Technologies Study 
 
Congress should call on the Government Accountability Office (GAO) to establish a working group of 
technical, legal, and policy experts to evaluate emerging encryption technologies and publish its 
study findings a year from its creation.  
 
Such a working group would follow in the direction of the National Academies’ February 2018 report 
on encryption by creating a working group to evaluate the security and broader impacts on 
cybersecurity of new approaches to encryption, as well as the effects that newly proposed technical 
solutions to the encryption problem may affect commerce, economic competitiveness, and 
innovation. 
 
This working group’s study should have a three-part focus: 
 

1) Evaluate the effectiveness and risks of newly proposed solutions to encryption issues 
2) Understand the benefits, risks, and challenges posed by new encryption technologies 
3) Inform policymakers and other stakeholders, including technologists and law enforcement  

This GAO working group would thus be able to evaluate the effectiveness and risks of proposals 
such as Ray Ozzie’s Clear access scheme and cryptographic crumpling, while also evaluating the 
benefits and challenges associated with encryption developments in consumer products, such as in 
Apple’s iOS USB restricted mode. Additionally, involving all stakeholders in this working group would 
continue facilitating the encryption conversation while making inroads in better understanding the 
requirements of law enforcement, technologists, and the needs of other stakeholders. 
 
In parallel to the GAO effort, the National Science Foundation and NIST should also begin exploring 
the opportunities and challenges of an encryption-breaking contest to determine the best practices 
with which to approach lawful hacking. This joint NSF-NIST effort should publish its findings in a 
report due one year after they are tasked with such an effort.  
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V. Conclusion 
 
Going dark has been cited as a law enforcement investigative problem but the encryption debate 
encompasses a broad range of stakeholders, ranging from commercial interests to government 
agencies to law enforcement officials to civil liberties advocates. Encryption has different 
implications for different stakeholders, yet all can agree that something must be done on a policy 
level to address the equities on each side. Several proposed policy encryption workarounds, 
including compelled assistance to decrypt data, design mandates to enable exceptional access, and 
lawful government hacking to access encrypted data and communications have emerged as 
solutions in the short term. However, each option comes with its own trade-offs that threaten on 
equity or another. 
 
To best balance the privacy, security, and law enforcement interests, a hybrid approach that 
leverages short-term technical options and long-term relationship rebuilding between the law 
enforcement community, technologists, civil liberties advocates, and other stakeholders in the 
encryption discussion. First, lawful hacking that follows ethical guidelines should be deployed as 
encryption workarounds in the meantime. Second, the judiciary should be better informed on digital 
literacy issues (with a focus on encryption in particular) to better hear cases relating to new 
communications technologies. Third, the vulnerabilities equities process should be revamped and 
codified to improve transparency in the usage of exploits for lawful hacking. Fourth, law enforcement 
should improve the accuracy and uniformity its encryption reporting metrics while the National 
Science Foundation and NIST evaluate the effectiveness of newly proposed technical solutions to 
various encryption issues. Finally, commissioning a study on emerging encryption technologies 
should be created to continue facilitating the encryption conversation while making inroads in better 
understanding the requirements of law enforcement and the needs of other stakeholders.  
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Appendix I: Encryption Basics 
 
Encryption is a process that applies a cryptosystem to readable data or information (“plaintext”), 
scrambling plaintext into unintelligible information (“ciphertext”). Encryption (which achieves 
confidentiality of information) is separate but related to hashing, which uses similar mathematical 
functions to verify the validity of a message and achieve information integrity. Plaintext information 
may be encrypted and/or hashed, both [3]. Figure 1 illustrates the symmetric encryption process. 
 

 
Figure 1. Symmetric Encryption Process [45] 

 
Keys are used in a cryptosystem to encrypt plaintext into ciphertext and to decrypt ciphertext into 
plaintext. A user chooses a key and a cryptographic algorithm (encryption methods) to encrypt 
plaintext into ciphertext. Similarly, a user would use a key and a decryption method to decrypt 
ciphertext. Many encryption methods are available [3]. Symmetric cryptosystems use the same key 
to encrypt plaintext and decrypt ciphertext [3]. Asymmetric cryptosystems use different keys to 
encrypt and decrypt data. Figure 2 illustrates the asymmetric or public key encryption process. 
 

 
Figure 2. Asymmetric or Public Key Encryption Process [45] 

 
Different users may use unique keys but share the same encryption and decryption methods. 
Systems could also generate a key for the user. Whatever the case, secrecy of the key “is a crucial 
element” to ensure security of a cryptosystem as those with access to the key have access to the 
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data the key has encrypted. Thus, cryptosystem key management is critical in order to ensure 
legitimate access to encrypted data. 
 
Besides keys being held by authorized users, other key management systems have been designed 
over the years. Key escrow systems “propose that an intermediary holds encryption keys so that 
authorized users may access their data in the event that they lose or forget their password, or in the 
event that a government agency presents the intermediary with a court order to hand over the data 
[3].” Split key schemes mathematically split a key into N pieces; a majority of the pieces are required 
to recreate a recovery key to decrypt data. In asymmetric cryptosystems, public keys are known to 
anyone and not a secret; public keys may be used by anyone to encrypt data. Only the corresponding 
private key may be used to decrypt the data. Public keys are held by trusted third parties (such as a 
website that uses HTTPS). Private keys are privately held, by the user. 
 
Within the encryption context, backdoors have been suggested as ways to bypass normal 
cryptosystem authentication methods (in other words, when a user enters a key to encrypt or 
decrypt data). Any weakness introduced into a cryptosystem may be used as a backdoor; as “it is 
unlikely that any single party will remain the sole user of a backdoor,” cryptosystems with backdoors 
built-in “are inherently a target for illegitimate access [3].” 
 
Technical encryption standards differ between the different types of data being encrypted. In the 
United States, the federal government historically played a large role in leading the development of 
digital encryption standards but has largely given way to industry players and larger standards bodies 
that now develop standards for encryption in conjunction with the interests of a large variety of 
stakeholders. 
 
Data exist in three states: data at rest (“stored data”), data in motion (or “data in transit”), and data in 
use. Data in use are “generated, manipulated, or otherwise used [3].” Since data in use are already in 
plaintext form (readable and/or intelligible by the user or system using it), they are inherently unable 
to be encrypted. However, data at rest and data in motion may be encrypted. Data at rest encompass 
data on a device locally, or data stored on a cloud server online. Data in transit refers to data that are 
first encrypted before “being sent between or among various points [3].” 
 
Encryption of data at rest can be achieved using full disk encryption, which protects an entire 
storage disk containing data at rest, such as data on a desktop computer, laptop, or mobile phone 
[87]. Full disk encryption can be implemented in hardware or software and encrypts all files at an 
operating system level. However, full disk encryption only protects files when a device is off. If a 
device with full disk encryption enabled is turned on or in use (meaning that the user has unlocked 
the full disk encryption with login credentials), file encryption serves as an additional layer on top of 
full disk encryption that enables protection for individual files or folders. The Windows desktop 
operating system offers BitLocker software for full disk encryption; Apple’s offering on macOS is 
called FileVault [88]. On mobile devices, both Apple’s iOS and Google’s Android operating system 
have offered full disk encryption by default since 2014 [89]. Other software solutions are also 
available for full disk encryption, including VeraCrypt [90], [91]. 
 
An example of encrypting data in motion is an online messaging application that utilizes end-to-end 
encryption, such as WhatsApp [92]. End-to-end encryption allows only the sender and intended 
recipient of the plaintext message (which could contain text, multimedia, or other content) to access 
the data without eavesdropping, even from the developer or vendor of the product used to facilitate 
the communication. This type of encryption relies on the public and private key system to work. A 
user’s private key is held onto by the user and kept on a device; the user’s public key (accessible by 
anyone) is used for encrypting messages to the user, which in turn only the intended recipient (with 
the corresponding private key) can decrypt [93]. 
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Data in motion requires interoperability between a multitude of devices and services in the digital 
ecosystem. Thus, standards across various vendors play a large role in securing data transfer online. 
For example, the Transport Layer Security (TLS) standard provides communications security over 
the Internet to allow “client/server applications to communicate in a way that is designed to prevent 
eavesdropping, tampering, or message forgery [94].” Now in version 1.3, the TLS standard enables 
various Internet protocol-based technologies such as HTTP, SMTP, POP3, FTP to encrypt online 
traffic. The TLS standard was created by the Internet Engineering Task Force, an “international 
community of network designers, operators, vendors, and researchers” with interests in the 
operation of the Internet [95]. 
 
For data at rest, vendors largely do not need interoperability between different platforms and thus 
follow industry best practices but not necessarily industry-wide standards. For instance, Apple would 
not need to make their FileVault encryption software interoperable with Microsoft’s BitLocker 
software because there is no need for Apple’s macOS operating system to be interoperable with 
Microsoft’s Windows operating system in the context of full disk encryption.  
Modern cryptosystems are protected by both the nature of keys used and additional safeguards. The 
security level of any encryption algorithm is determined by the key. Encryption algorithms are 
designed to thwart brute-force attacks, which attempt to try every possible key to unlock the 
cryptosystem [31]. In modern cryptosystems, the length of a key is the number of bits (1s or 0s) in the 
key. Adding a single bit to the encryption key slightly increases the difficulty of encrypting using the 
key but doubles the amount of work to brute-force the algorithm.4  
 
Commonly used symmetric encryption keys today are 128- or even 256-bits long. A 128-bit key has 
2128 (340,282,366,920,938,463,463,374,607,431,768,211,456) possible keys [96].5 A 256-bit key 
has twice as many possible keys. While reasonable amounts of computing power have brute-forced 
the 56-bit long DES encryption algorithm [97], slightly more powerful hardware can brute-force 64-
bit long keys, and 80-bit keys can be brute-forced by “large national-intelligence agencies [31].” For 
the 128- to 256-bit keys widely used today, brute-force attacks are essentially impossible. The 
secrecy of the key ensures that a cryptosystem is secure; those who have access to the key have 
access to the data [3]. 
 
To help protect the key, modern systems use encryption use knowledge-based tokens (passwords, 
passcodes, or passphrases) in addition to strong keys. From a usability perspective, the user 
generally would be able to memorize a shorter password than a 128-bit long key. The key is 
encrypted using the password. An algorithm pairs the password to decrypt the key and a second 
algorithm is paired with the key to decrypt the plaintext data, a two-stage process that seems 
“invisible” to the ends user [31]. 

                                                                    
4 Kerr and Schneier explain that the double of work occurs because twice as many combinations must be checked if an extra 
bit is added to the length of a key (all combinations that end in “0” or “1”).  
5 As the storage device manufacturer Seagate explains, assuming every person on the planet owns 10 computers, there are 7 
billion people on the planet, and each of their computers can test 1 billion keys per second, then it would take 
77,000,000,000,000,000,000,000,000 years to brute force one 128-bit key. Such an astronomical number illustrates the 
strength of 128-bit keys from brute force attacks.  
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